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The agencies requirements

@ Request for Post-Quantum encryption schemes or KEMs with
IND-CPA or IND-CCA security

o NIST standardization process or Chinese competition
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The agencies requirements

@ Request for Post-Quantum encryption schemes or KEMs with
IND-CPA or IND-CCA security

o NIST standardization process or Chinese competition
@ No use of structure such as quasi-cyclicity
o European request: ANSSI and BSI !
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NIST's IND-CCA Solutions

o Lattice-Based cryptography
o Structured:Kyber
o Unstructured: FrodoKEM
o Code-Based cryptography
o Structured-BIKE—HQC
e Unstructured: Classic McEliece

= Only Classic McEliece left in code based cryptography

@ Goal of the recipe: design rank metric based unstructured
McEliece scheme with reasonable parameters.
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Ingredients

@ V: metric vector space of dimension n
e F: A family of easily decodable linear [n, k]-codes over a set
D C V with a Decode¢ procedure:

e Probabilistic with good probability of success
o Deterministic
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The recipe |

Q KeyGen()
sC&F
o L & Invertible linear transformation of V
e Return sk =(C, L), pk = L(C)
@ Encrypt(pt, pk := (G) = L(C) ; r)
o e L(D)
e Return ct :=ptG+e
© Decrypt(ct, sk)
o pt* :=Decodec(L™I(ct) = ptL™1(G) + L71(e))
e Return pt*
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The recipe |l

e Consistency - pt* =pt ?
o Probabilistic if Decodec is probabilistic
o Deterministic else
@ Security reduction
o OW-CPA games reduction to difficult problems
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The OW-CPA game |

GAME G; (OW-CPA)
Q C,L < KeyGen()
Q@ (G) =L(C)
Q@D
Q pt &p
Q ct=ptG+e
Q pt* + A(ct, G)
@ Return pt* ==pt ?
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The OW-CPA game Il

GAME G;
O (. L+ KeyGen{)
@ G <« Random
Q@D
Q pt &p
Q ct=ptG+e
Q pt* «+ A(ct,G)
@ Return pt* ==pt ?
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Adversaries and advantages

o Adv©®i(A) := Prg, (A(ct,G) == pt)
o advantage of the encryption scheme Adv®" (A)
o Adv®(A) := Prg,(A(ct, G) == pt)
e advantage of the generic game where L(C) is replaced by
random: Adv@W .. (A)

o If Advpise(D): probability of distinguishing L(C) from random.

AdVOW(A) < AdVGenDec(*A) + AdVDlst(D)

Maximize over all A working in polynomial-time.
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Some existing instantiations

e Hamming metric, V = F7
o F: Family of Goppa codes
e D: Set of binary vectors of Hamming weight w
e L: Linear permutation of the vectors of the support

@ Rank metric, V = Fgm
e Deterministic decoding based

e F: Family of Gabidulin codes

@ D: Set of binary vectors of rank weight w

o L: Rank metric preserving linear transormation of the vectors
of the support
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Rank metric [Gab8s, Del78]

Definition
@ Vi,...,Ym, basis of Fom /I,
@ e= (el, ey en) (S (Fzm)n, € — (e,~1, ey e,-,,),
€11 - €ln

Ve € (Fam)", Rk(e) % Rk

€ml " €mn

o [n, k,d], code: C C F3n, k-dimensional, d = min.oec Rk(c)
@ Singleton property d —1 < n— k (if n < m)
e Rk(e) =t < IV C Faom, s.t. dimp(V) =t and g €V, Vi
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ETLE

11 010
10101
e= 1 0101
01111
11010

In Fps we have e = (o, B, + 3, 8, + )
e Hamming weight: 5
e Rank: 2
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Gabidulin codes [Gab8s, Del78]

Definition (Gabidulin codes)

Gabi(g) = (G), where G = : : .

gl[k—l] o gr[7k—1]

@ Remarks on Gab(g)
o P-time quadratic decoding up to t = |(n — k)/2], [Gab85]
e Evaluation codes of linearized polynomials, see Alessandro’s
talk



How to design a McEliece like encryption scheme in Rank metric ?

Cryptography with Gabidulin codes

© Cryptography with Gabidulin codes
@ Rise and fall of GPT schemes
@ A renewed approach
@ Analysis of distinguishing advantage



How to design a McEliece like encryption scheme in Rank metric ?
Cryptography with Gabidulin codes
Rise and fall of GPT schemes

Outline of the talk

@ Cryptography with Gabidulin codes
@ Rise and fall of GPT schemes



How to design a McEliece like encryption scheme in Rank metric ?

Cryptography with Gabidulin codes
Rise and fall of GPT schemes

@ Introductive part

© Cryptography with Gabidulin codes
@ Rise and fall of GPT schemes

© Multidimensional approach

@ Conclusion and perspectives



How to design a McEliece like encryption scheme in Rank metric ?
Cryptography with Gabidulin codes
Rise and fall of GPT schemes

Generic instantiations |

o V=F0,

@ D C YV = vectors of rank w

o F ={(X| Gab,_2,(g)) C F55", g}
e Decodec

@ Puncture on the / positions of X : C — C= Gabn—2w(g)
@ Decode C
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Generic instantiations ||

@ KeyGen()
s CEF
o P& Myyo(F2)
e Return sk =(C,P), pk = CP
@ Encrypt(pt, pk := (G) =CP ; r)
soelpDP=D
e Return ct := ptG+e
© Decrypt(ct, sk)
o pt* :=Decodec(ctP~! = ptGP~1 +eP~1)
e Return pt*
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Generic instantiations |l

o Security : AdvOY(A) < AdvQ..(A) + Advpise (D)
o Adv@W  (A): difficulty of solving RD problem - see Magali's

GenDec

talk
o Advp;g(D): see next
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Gabn_2v/(g)=(G)
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Overbeck's distinguisher - [GPT91, Ksh07, RGH10, OKN16]

e Note that pk = ((X |

@ Principle
@ Compute pkll = ((X[1 | GIT) P)
@ Compute C= pk + - - - 4 pkl2w—1l
@ If C* of dimension 1, linear algebra
= P~
= X' and Gab,_2w(g') = G’ such that pk = ((X' | G")P*)
@ Advpist(D): p-time, large probability of success
@ Not only a distinguisher: Recovers a decryption machine in
polynomial-time
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Some ideas to repair ?

@ Find less structured codes for rank metric

o Use of subfield subcodes 7 Not sufficient !,[GL08]
@ Find a new way to mask the structure

e Simple

o Efficient

e Convincing
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Intermezzo |l

@ And did not meet Delsarte
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Scrambling principle: rank multiplication

Proposition
Let § C Fom with dima(S) = A, and let P € M,(S), then

Vx € Fm, Rk(xP) < ARK(x)

@ Similar to taking subfield subcode in Hamming metric
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The new encryption scheme- [Loi17] |

o V=F,
@ )\, integer

e D C V: vectors of rank w
o F = {Gab,_oxw(g) C F3n, g}

e Decodec algorithm

o Deterministic
o Up to errors of rank w
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The new encryption scheme- [Loi17] Il

© KeyGen()
oCEF
o S & Gy m(F),
o P & M, (S)
e Return sk =(C,P), pk = CP~!
@ Encrypt(pt, pk := (G) =CP~1; r)
e e & D
e Return ct := ptG+e
© Decrypt(ct, sk)
e pt* :=Decodec(ctP = ptGP + eP)
e Return pt*
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On the difficulty of computing Advp;gt(D)

Two cases
@ 2w)? < n < Rate > (A — 1)/, [CC20, Gha22]
© Note that pkt C Gabay,(g1) + -+ + Gabaxw(gy)
@® Compute C = pk* + -+ + (pk-)N
= dim(C) :=d < A2wA +1)
o if pk* random, then dim(C) ~ min(2wA(\ + 1), n)
—_———

>d
= p-time probable distinguisher if 2w)? < n
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On the difficulty of computing Advp;gt(D)

Two cases
@ 2w)? < n < Rate > (A — 1)/, [CC20, Gha22]
© Note that pkt C Gabay,(g1) + -+ + Gabaxw(gy)
@® Compute C = pk* + -+ + (pk-)N
= dim(C) :=d < A2wA +1)
o if pk* random, then dim(C) ~ min(2wA(\ + 1), n)
—_———

>d
= p-time probable distinguisher if 2w)? < n

Q@ 2wA? > n < Rate < (A — 1)/ - [Loil7, BL23]

o See next
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A linear approach

o H= (hj["])?ﬁa"d._:lé"_l, parity-check matrix for C

o Let o € FJ normal.

IM e FF*" 5.t H = (alHH2Arn=t M
N——

Hnorm

e Given H,,;,, parity-check matrix for pk

HS € Mz)\W(F2’”), s.t. lel/) e SilH tP (1)
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A linear approach

o H=(h []),2)‘5"11 171, parity-check matrix for C

o Let o € FJ normal.

IM e FF*" 5.t H = (alHH2Arn=t M
N———

0.j
e Given H,,;,, parity-check matrix for pk
3S € Morw(Fam),s.t. Hy =S 'H P (1)
@ Rewriting equation (1) we obtain
SHpub = Hporm thfj ; (2)

Tesmxn
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The key system |

System (%)

VHpub = HpormW. (3)

where V € F%ﬁwxz)‘w and W € Z™X" where Z C Fom with
dimension .

Remark
If (V, W) satisfies System(~y) then (aV,aW) also
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The key system ||

Properties of the system
@ Number of equations: 2Awn x m over Fy

o Number of variables: (2Aw)? x m + nm x ~y over I,

Estimated number of solutions: max(1, 2m(2Aw)*+n(y=2Aw)]y

2 .
v < 2w (1 - ),\7W) = nR(1 — R) = System overdefined
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Distinguisher and key system |

e Algorithm D(7)

Q =z &V of dimension y
Q N+ {(V,W)}, W C Z™*" solutions to system (3)
@ if NV #(0,0) then return 1 else return 0

@ D runs in polynomial-time

o Step 2 solved by Gauss or Wiedemann
@ Advpist(D) = Pr(D returns 1)



How to design a McEliece like encryption scheme in Rank metric ?
Cryptography with Gabidulin codes
Analysis of distinguishing advantage

Distinguisher and key system Il

@ (S, T) is a non-zero solution to System(\)

@ Assumption:

If A <~ < nR(1—R), D returns 1 iff 3a # 0 such that Z = aS

7]

@ Probability of success

P =Pr(3a € Fom, st. aS C Z)=(q" - 1)

= v = nR(1 — R) is the optimal choice

AdVDist(D) =P 2—()\—1)m+)\,y
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More than that: recovering a decryption machine

Proposition

Let V, W solutions to (3), where
e We WM with dimay(W) < A

Then any ciphertext can be decrypted in polynomial time.
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Some parameters

By taking into consideration
@ The approach in [BBCT20]
@ The advantage of distinguisher D

m=n|X| w]| PK CT | 2advd%e. | Advpiet
128 [ 3] 1834 kB[ 1.8kB| 278 221
128 [ 3] 7 [58kB|[13kB| 2727 2~311
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Multidimensional approach - LowMS [aDG+22] |

o V=Tt
@ ), integer
@ /, integer - interleaving order

o D = vectors of rank w subset of F5x"

F = {Gab,_k(g) @ - - © Gab, «(g) C F3n", g}
o IDecodecy
e probabilistic with probability of success DFR

~ 3.5 27 (k- w)+]
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Multidimensional approach - LowMS [abG+22 Il

O KeyGen()
oCEF
o S & Grym(Fa),

o P& M, (S)
o Return sk =(C,P), pk = CP~!

@ Encrypt(pty,...,pt, pk:= (G) =CP!;r)

@ €1,..., €y <$—’ D

e Return cty :=pt;G+e1,....cty :=pt,G+ e
© Decrypt(cty,...,cty, sk)

e pti,...,pt) := IDecodec ¢(ctiP, ..., ct,P)

e Return ptj,...,pt;
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Multidimensional approach - LowMS [abG+22] Il

@ Advantages

m | n| k[X]w]|¥ PK CT [ aavd.. | Advpier | DFR
61 |50 25|37 [6] 48kB [12kB| 271 Pl P

1018 |44 |49 [5|244kB|28kB| 2778 2267 [ =503

@ Drawbacks

o Probabilistic decoding = More complex security analysis
o Advgenpec: relies on RSL problem and not RSD
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Designing Encryption Schemes for Dummies

@ Use the proposed framework
@ Beware of the advantages

@ Take care of efficiency and security of implementations

o Parameters sizes
o Side-channel attacks (out of the scope of the talk)
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