EVALUATION OF FORMS FOR DISTINGUISHING RANK-METRIC CODES

VALENTINA ASTORE»?, MARTINO BORELLO®*!, MARCO CALDERINI, AND FLAVIO SALIZZONI®

ABSTRACT. Rank-metric codes have been a central topic in coding theory due to their theoretical
and practical significance, with applications in network coding, distributed storage, and post-quantum
cryptography. Recent research has focused on constructing new families of rank-metric codes with
distinct algebraic structures, emphasizing the importance of invariants for distinguishing these codes
from known families and random ones. In this paper, we introduce a novel geometric invariant for
linear rank-metric codes, inspired by the Schur product used in the Hamming metric.
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1. INTRODUCTION

Rank-metric codes, introduced in 1978 [4,5], have gained attention for both theoretical interest and
practical applications, including network coding, distributed storage, crisscross error correction, and
cryptography. Gabidulin codes, in particular, were proposed for cryptographic use as early as 1991 [6],
but only with the recent focus on post-quantum security have they seen renewed prominence.

This interest has driven the search for new families of optimal codes distinct from Gabidulin codes,
especially as most MRD codes are not Gabidulin when large fields are considered [11].

An important step in constructing new codes is proving their inequivalence to known families, and,
in this contest, practical invariants are desirable. Moreover, distinguishing a cryptographic code from
a random one could threaten security. Few invariants exist: for example, [7,8,12] study invariants
based on the dimension of the intersection of the code with itself under some field automorphism.

Similar issues arise in Hamming metric codes, where the Schur product is crucial. The dimension
of the Schur product can be used to distinguish generalized Reed-Solomon codes from random ones
[13], leading to cryptographic attacks [3].

In this work, we propose a geometric invariant for linear rank-metric codes, based on the Schur
powers of the associated extended Hamming code [1]. We show that the dimension sequence of these
Schur powers distinguishes Gabidulin codes from random ones. Geometrically, this corresponds to
studying the vanishing ideal of the linear set associated with the code. In particular, the behaviour
of forms of a certain degree distinguishes (generalized) Gabidulin codes from random ones.

2. BACKGROUND

Let ¢ be a prime power, F, be the finite field with ¢ elements, and m, n be two positive inte-
gers. A (linear) rank-metric code C is an Fym-linear subspace of Fy» endowed with the rank metric
(dix((v1,. .., vn), (w1,...,wy)) is defined as the dimg, (v1 — w1, ..., v, — wy)r,). If k is its dimension
and d is its minimum rank distance, we say that C is an [n, k,d]ym /, code. A generator matriz G for
C is a matrix whose rows form a basis of C. If the F,-dimension of the columns of G is equal to n,
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2 EVALUATION OF FORMS FOR DISTINGUISHING RANK-METRIC CODES

then we say that C is nondegenerate. Two rank-metric codes C and C’ are equivalent if there exists an
Fym-linear isometry.

2.1. Maximum rank distance codes.
Theorem 2.1 ([5, Section 2]). Let C C Fym be an [n, k, d]gm /4 code, with n < m. Then k <n—d+1.

Codes attaining the previous bound are called mazimum rank distance (MRD) codes. Any linear MRD
code C C Fim of dimension k has a generator matrix G' € }F%" in systematic form, i.e.,

where all entries of X are elements of Fym \F, [8, Lemma 5.3]. It was shown in [11, Theorem 4.6] that,
when large field extension degrees are considered, a randomly chosen systematic generator matrix
defines an MRD code with high probability. In this work, we focus on a specific family of MRD codes:

Definition 2.2. Let aq, ..., a, € Fyn be linearly independent elements over F, and s € N withged(s,m) =
1. A generalized Gabidulin code G, (o, ..., on) with parameter s and of dimension k over Fym is the
rank-metric code whose generator matrix is
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where, for a nonnegative integer i, we write [i] to mean ¢'. If s = 1, we will simply say that G, =
Gik(ai,...,ay) is a Gabidulin code of dimension k.

Hereafter, for a positive integer s and a given matrix (or vector) X, we denote by X [s] the matrix
(or vector) obtained by raising all entries of X to the power ¢°.
The following result present a useful characterization of generalized Gabidulin codes.

Lemma 2.3 ([11, Lemma 3.3]). Let C C Fym be a linear MRD code of dimension k with generator
matrix [I | X ], and s € {1,...,m — 1} with ged(s,m) = 1. Then, C is a generalized Gabidulin code
with parameter s if and only if rk(X[*) — X) = 1.

2.2. Schur product in the Hamming metric. We denote by % the standard component-wise
product in Fg, ie., for v = (vi,...,v,), w = (w1,...,w,) € Fym,

vk w = (VIW1, ..., UpWyp).
Let C1,Cy C Fg‘m be two linear codes. The Schur product x of C1 and Cs is defined as
C1xCa=(c1*c2 : c1 €Cr,c0 € C2)p m-
Let C C 7 be a linear code and let C9 = ((1,...,1))g,.. For i > 1, the i-th Schur power of C is

C(Z) :C*C(i_l) =Cx---%xC .
———
7 times
The Schur product between linear codes has been largely studied. In particular, it is well-known
that the dimension of the Schur square distinguishes algebraic structured linear codes, such as Reed-
Solomon codes, from random ones (see [10, Corollary 27]).
In this context, we are particularly interested in the following definition.

Definition 2.4. Let C C Fgin be a linear code. The sequence of integers

dim (€®) for i >0
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is called the dimension sequence, or the Hilbert sequence, of C. The Castelnuovo-Mumford reqularity
of C is the smallest integer » = r(C) > 0 such that, for every ¢ > r,

dim (¢®) = dim (™).

The terms Hilbert sequence and Castelnuovo-Mumford regularity are borrowed from commutative
algebra, where analogous concepts are defined. The close connection between these objects is clarified
in the following proposition.

Proposition 2.5 ([14, Proposition 1.28]). Let C C Fjn be a linear code with generator matrix
G=[g1]92]| - |9gn], where each column g; is nonzero for all i € {1,...,n}. Let

HG = {<gl>q’”> ERE <gn>q"”} - PG(k - 17 qm)’
where (g;)qm is the projective point associated to g;. Then,

(1) the dimension sequence of C is equal to the Hilbert function of Ilg,
(2) the regularity (C) of C is equal to the Castelnuovo-Mumford regularity of Ilg,
(3) dim (C) = [Ig|, for all ¢ > 7(C),

where we define the Hilbert function and the Castelnuovo-Mumford regularity of IIg as those of its
homogeneous coordinate ring.

2.3. The associated Hamming-metric code. In the following, we want to generalize the previous
concept to rank-metric codes. In order to do that, we need to introduce the notion of Hamming-metric
code associated to a rank-metric one, as well as the geometric interpretation of rank-metric codes.

Let C be a nondegenerate [n, k,d|sm/, rank-metric code. Let G be a generator matrix of C and

Gly---y0gn € Flgm be the columns of G. The [Fy-vector space

Z/{G = <gla e agn>]Fq

has Fy-dimension n and Ug)p,n = F lgm. Thus, Ug is naturally called an [n, k]gm /,-system associated
to the code C. Two [n, k]ym /o-systems U and U’ are said to be equivalent if there is an Fym-isomorphism
@ IF’;m — Fgm such that () = U'. Clearly, if G and G’ are two generator matrices of the same
code, Ug and U are equivalent. As a consequence, with a little abuse of notation, we may drop the
index and simply talk about the [n, k] m /q-System U associated to C. It is also straightforward to see
that equivalent codes are associated to equivalent systems (see [1]).

Let now ~p, be the proportionality relation over F’;m such that, for u,v € JF’;m, u ~p, v if and only if
u = Av for some A € Fy.

Definition 2.6. Let U be the [n, k] m /,-system associated to the nondegenerate [n, k, d]m/q rank-
metric code C. Let GH(U) € F l;éN be a matrix whose columns form a set of representatives for the
set of equivalence classes (U \ {0})/ ~p,. Let C* be the [N, k]gm code generated by G (), where
N = (¢" —1)/(q — 1). Then, we will denote C!! as a Hamming-metric code associated to C.

Proposition 2.7. Let C be a nondegenerate [n,k,d];m/, rank-metric code. Then, its associated

Hamming-metric code C* is unique up to columns permutation and right multiplication by a diagonal
matrix with entries in Fy.

The associated Hamming-metric code is closely related to some geometric objects called linear sets,
introduced by Lunardon in [9] to construct blocking sets.

Definition 2.8. Let U be an [n, k|gm -system. The F-linear set of rank n associated with U is
Ly = {(u)pm = ucU\{0}} CPG(k—1,¢™).

Two linear sets are said to be equivalent if their systems are equivalent.
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Then, the geometric object associated to a rank-metric code C with generator matrix G is Ly,. Chang-
ing the generator matrix trivially results in equivalent linear sets. Moreover, equivalent rank-metric
codes correspond to equivalent associated linear sets. In our context, the following remark is particu-
larly important.

Remark 2.9. Let C be a [n, k] m /4 code, G be a generator matrix of C and CH be the Hamming-metric
code associated to C, with generator matrix GH. Then, Ly, = Ugn.

3. Fq—DIMENSION SEQUENCE OF RANK-METRIC CODES

The dimension sequence is an important geometric invariant of Hamming-metric codes, which may
be used to differentiate between algebraic structured codes and random ones. It might seem natural
to define the dimension sequence similarly for rank-metric codes. However, this approach presents two
relevant drawbacks:

e the dimension sequence often converges too quickly, so there is not enough “space” to discrim-
inate between families of MRD codes and random ones;
e it is not invariant under rank-metric equivalences, as highlighted in the following example.
Example 3.1. Let C; = ((1,0,1),(1,1,0))r,» and Co = ((1,0,0),(0,1,0))r . be two [3,2,1];m /q
codes. Although the two codes are equivalent, we have dim (Cf)) =3 and dim (CéQ) ) = 2.

Therefore, we propose the following definition of F,-dimension sequence for rank-metric codes.

Definition 3.2. The F,-dimension sequence, or F,-Hilbert sequence, {h;(C)}i>o of a nondegenerate
rank-metric code C over Fym is the Hilbert sequence of the associate code CH, that is

hi(C) = dimg, (cH@) .
Moreover, the F,-Castelnuovo-Mumford regularity r(C) of C is the Castelnuovo-Mumford regularity of
cH.
Remark 3.3. The F,-dimension sequence and the [F -Castelnuovo-Mumford regularity do not depend

on the choice of CH, hence they are well-defined. Moreover, let C; and Ca be two equivalent codes and
G? and Ggl be two extended matrices of C; and Cs, respectively. Then, HG? = HGE’ and therefore
hi(C1) = hi(C2), for all i > 0. Looking at Remark 2.9, we realize that we are merely considering the
dimension sequence of the linear set L, associated with the code C via a generator matrix G.

Theorem 3.4. Let C C Fiin be a code of dimension & and generator matrix G. Let also Z(Ly,) be
the vanishing ideal of Ly, in Fym[z1,...,zx]. Then, for every positive integer i,

me) = (“717 1) - dimey (2200

i
where Z(Ly,, )i is the set of all homogeneous polynomials in Z(Ly,,) of degree i. In particular, for

ic{l,...,q}, hi(C)=<k+Z-‘_1>'

7

Let Fs := <x£s}xj - :Uings] :1<i<j<k), . The following result shows that k(X — X)) is
q
related to the dimension of the subspaces of F, vanishing on the points of the linear set associated to

the code generated by [ I | X |.

Theorem 3.5. Let C C Fjm be a code of dimension k with generator matrix G = [} | X'], where
X e F’q%(nfk), and let s € {1,...,m — 1} with ged(s,m) = 1. Let also Z(Ly,,) be the vanishing ideal
of the linear set Ly, (which contains PG(k — 1,¢)). Then, for r € {0, ... ,k},

rk(X — X) =r if and only if dim F, N Z(Ly,) = (’“ N T),
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where (k;r) =0forr=k—1lorr=k.
Corollary 3.6. Let C C Fym be an MRD code of dimension k with generator matrix G = [Ix | X |,

where X € Flgi(nfk), and let s € {1,...,m — 1} with ged(s,m) = 1. Let also Z(Ly,) be the vanishing

ideal of the linear set Ly,. Then, C is a generalized Gabidulin code with parameter s if and only if

dim Fy NZ(Ly,,) = <k ; 1).

Since, dimp, . (Zgs 41(Lug)) > dimp, . (Z(Ly;) N Fs), in general, we have hgs41(C) < (5177) — (*57).
For s = 1, the vanishing ideal over Fym of PG(k — 1, ¢) is the ideal generated by F; ([2, Theorems 2.5
and 2.8]), implying:

Corollary 3.7. Let C C IFgm be an MRD code of dimension k& < n. Then, C is a Gabidulin code if

and only if
_(k+q k—1

Computational results show that this cannot be extended directly to generalized Gabidulin codes,
for which we have the following conjecture:

Conjecture 3.8. Let G; C Fym be a generalized Gabidulin code of dimension k with parameter s
such that sk — 1 < n, and m sufficiently large (m > n). Then,

k+q° k—1
hqs+1(gs,k) = <qs +q1> - ( 9 )
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